CYBER SECURITY vs CYBER SAFETY

protects data and information protects individuals from harmful
on networks. online content and activities.




v eSafety

esafety.gov.au



Phishing

fake emails or text messages that look like they come from a person or
organisation you trust

Remote access scams

claiming to be a tech specialist, a malicious actor may request
access to your system

Identity theft

cybercriminal extracts or gains access to your passport, licence, or
birth certificate to steal your identity



https://www.cyber.gov.au/learn/threats/phishing

Threats and extortion

threats to frighten you into giving away money

Dating and romance scams

Cybercriminals try to quickly build a relationship, and then ask for
money, gifts or information.

Investment or cryptocurrency scams

entice you into invest money offering high and quick returns
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Do not share this code. Enter SMS
Code: 469131 to update your
address. Unexpected message?
Call 1300 655 505

18 Aug at 08

Do not share this code. Enter SMS
Code: 199568 to confirm your
Westpac Live password.
Unexpected message? Call °

655 505

Fri 15 Mar at 1

846477 is your SMS code to
identify yourself. This code expires
m 10mms Unexpected SMS? Call
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Do not share this code. Enter SMS
Code: 469131 to update your
address. Unexpected message?
Call

Real or Fake?

Do not share this code. Enter SMS
Code: 199568 to confirm your
Westpac Live password.
Unexpected message? Call

846477 is your SMS code to
identify yourself. This code expires
In 10mins. Unexpected SMS? Call

Report this conversation as spam by sending it to Telstra
and Apple from your phone number.

Delete and Report Spam

Cancel
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Services Australia | Services Australia v
Hello / Martin Levins [/ martin@levins.net

To: Martin Levins,
Reply-To: mgamygov@seznam.cz

Services

Australian Government A u St ra l l a

Your subsidy benefit allocation

Hello

We'd like you to give prominence to your qualification for subsidy benefit (grant).



Real or Fake?

Services Australia | Services Australia - B3 Bin - levins.net
Hello / Martin Levins / martin@levins.net
To: Martin Levins, Copy Address
Reply-To: mgamygov@seznam.cz Add to VIPs
Block Contact
New Email

Add to Contacts

Search for “Services Australia | Services Australia”
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S~ ) Australia

Your subsidy benefit allocation

Hello

We'd like you to give prominence to your qualification for subsidy benefit (grant).
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s Australia~
@levins.net
Copy Address
Add to VIPs
Block Contact

New Email

Add to Contacts

Search for “Services Australia | Services Australia”
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22 ib.nab.com.au/login

Real or Fake?

A MyDrive & Google Earth & Classroom Alankrantis @ Measure Temperat.. @& Kainundrum @ Wonde

more

%, Internet Banking

[

NAB Internet Banking

NAB ID

Password

[] Remember my NAB ID

For security reasons, we'll only show you the last 3 digits. Don't save

-

your NAB ID if anyone else uses this browser.

Login
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A\ MyDrive &9 Google Earth




banking.westpac.com.au/wbc/banking/handler?TAM_OP=login&segment=personal&logout=false

Real or Fake?

fy Drive & Google Earth & Classroom Alankrantis @ Measure Temperat.. @ Kainundrum @ Wonder - Online E... ¢ Courses - Uni

s to secure and tailor your web use. Our notice explains how we use cookies and how you can manage them. By continuing to use this si

Home Personal Business Corporate Aboutus

Sign in to Westpac Online Banking

Customer ID
Security reminder
Password
!: Don't sign in if you are sharing
access to your computer
Never share your security
codes or passwords with

anyone
Callus on 132 032 if you are

|__] Remember customer ID
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banking.westpac.com.au/wbc/banking/handler?TAM_OP=login&segment=p

iy Drive & Google Earth &) Classroom Alankrantis &9 Measure Temperat..

s to secure and tailor your web use. Our notice explains how we use cookies

Home Personal Business Corporate AboO

Sign in to We

Customer ID




my.commbank.com.au/netbank/Logon/Logon.aspx?ei=mv_logon-NB ¥¢ M ) 3

Real or Fake?

iy Drive & Google Earth & Classroom Alankrantis @ Measure Temperat.. @& Kainundrum

CommonwealthBank /

Clientnumber | Register for NetBank now

— Online support for our products
Password ’ and services

| | Remember client number Tips to stay safe online

& Logon
Protection for unauthorised
|'ve forgotten my log_on details transactions

Message us 24/7
Get instant support in the CommBank app
Find out more
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my.commbank.com.au/netbank/Logon/Logon.aspx?ei=mv_

iy Drive

& Google Earth @ Classroom Alankrantis &

CommonwealthBank /
Log on to NetBank

Client number l

Password |

. | Remember client number




@ www.regionalaustraliabank.com.au

Real or Fak e

to a scammer?

and forms. If you are making a payment today because someone called, emailed, or sent you an SMS asking you to do it —
pbause and verify before you act. Learn more about protecting yourself from scams in our 24/7 Fraud Monitoring Services
.

) Contact us © Find abranch 777 BSB 932000

Business v Community v About Us v The Inside Story

) | 2.667 J.

\nd Enjoy Stability

Comparison Rate




@ www.regionalaustraliabank.com.au

Real or Fake?
ﬂ Upd... Lavi...

to a scammer?

and forms. If you are making a payment today because someone called, emailec
bause and verify before you act. Learn more about protecting yourself from scam

) Contact us © Find abranch 7~y BSB 932000

Business Community v About Us + The Inside




phishingquiz.withgoogle.com

cyber.gov.au

scamwatch.gov.au
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Real or Fake? g i i el
GOOGLE.COM

GOOGLE .COM
GOOGLE.COM

GOOGLE . COM
google.com

google.com
google.com

google.com
rnicrosoft.com

| rnicrosoft.com
microsoft.com

microsoft.com
PayPal.com

Pasza IS e ol
PayPal.com

PayPal.com
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username

? Safari created a strong password for
this website.

Password " This password will be saved to your iCloud Keychain

nemric-37 Strong Password and will AutoFill on all your devices. Look up your
. saved passwords In the Passwords pane of System

| Settings or by asking Sirl.
People who use our service may hé

your contact information to Instac Other Options °
more

Choose My Own Password
By signing up, you agree to our Terms.
how we collect, use and share your data Copy Strong Password
Privacy Policy and how we use cookies
similar technology in our Cookies Pol

Edit Strong Password

No Special Characters
g9bREdAJFRVCtOqy




New ltem X
2* Harry and Han... | Share Edit

Memberships
Passports '

Login

Software Licenses

Personal

143

Imported from iCloud

Cancel (S m -
.j\}—.

plushy-typify-bleat-SHAM-unhandy

2 Photo App

Shared

Writing Business . A
J = | Memorable Password 2

Zapler Testing

Hyphens

Zapier Testing

Archive ~apialize O v
v «

Recently Deleted
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haveibeenpwned.com




